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Abstract

Today, the scope of using the Internet of Things is growing by taking science and technology as the first place in human
life, and as these networks get bigger, more data are exchanged. It performs high-speed data exchangeson the Internetand
in a pre-defined network. The more the Internet of Things penetratesinto people's lives, the more important data it transmits.
This causes attackersto draw attention to these data, and Internet of Things network devices thathave limited resources are
exposed to attacks. With the complexity of hardware and software for the ease of human's use, naturally more intelligent
attackswill happen,which is the reason of presenting many methods in this field. For this reason, in this article, we are going
to discuss the most important methods used in intrusion detection systems based on deep learning and machine that can
identify these interruptions. In this article, we have compared 46 articles from 2020 to 2024 based on the type of dataset used,
the type of classification (binary or multi-class) and the accuracy ratesobtained from each method, and we have been ablk to
see a comprehensive overview for researchers who intend to work in 10T data security. According to the obtained results, if

the proposed method is implemented in binary form, it can achieve better accuracy than multi-class.
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1-Introduction

We are in the 21st century, where science and technology
take the first place in human life. From the past to today,
science has made significant progress in various fields in
order to improve human comfort. The Internet of Things
(1oT) technology is one such advancement in science. Where
humans no longer have control over objects and we have a
relationship between objects, and the relationship between
humansand objectshasno meaning. This is one of the signs
of increasing the use of artificial intelligence in our earthly
world. Today, artificial intelligence and machine learning
have penetrated human life so much that the theory can be
put forward thatincreasingthe power of artificial intelligence
can in some way bring about the well-being of humans and
bring about the day when this same artificial intelligence
against humans. 10T is not an exception to this rule and has
been ableto use deep learning algorithms and create a series
of artificial neural networks such as CNN?, RNN, NN2,
LSTMS3, MLP, which are similar to human brain nerves and
havea series of weights.
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10T performs high-speed and real-time data exchanges on the
Internetand in a pre-defined network [1]. In this network, a
setof smart devicesthatare not limited to a geographicalarea
areexchanging information [2]. Due to the many advantages
of 10T, it is used in various government organizations,
people's personal lives, health and treatment, industry and
military organizations, and transportation and airways and
seaways, and depending on the type of data exchanged and
theirimportance aswell asto maintain their security, various
security protocols are expected for this type of networks [3,
4]. Due to the volume of important generated data that is
exchanged based on 10T technology [5], the field of attack
and information theftisalso provided for hackersand makes
the network vulnerable to electronic attacks and security
challenges [3]. In the past, traditional methods such as the
use of antiviruses and firewalls were used to deal with the
security of network objects. However, for example, a smart
watch that is connected to the Internet and connected with
other devices does not have such a suitable and powerful
hardware and processor that can install heavy security
programs on it. Due to the hardware and processor
limitations of this category of devices, as well as the ability
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to respond quickly, which is one of the most important
features of 10T [1], IDS* has been provided to monitor the
network, the incomingand outgoingtraffic from the network.
In addition, if abnormal behaviors and anomalies are
detected, quickly identify them and find a solution for
intrusions. Usually, a group of security experts controls the
network of IDS, and the detected flows are reported to the
security expertthathe provides a series of suggestions to deal
with the detected intrusion based on decision-making
systems.

Consequently, in order to design practical IDS, we need to
know artificial networks based on deep learning so that we
can use data mining to obtain the order governing reliable
datasetsthat contain normal conditionsand underattack, and
the patterns. These datasetsare embedded in the data mining
science and entered into the desired neural network so that
we can identify malicious or normal traffic and make the
system resistant to future intrusions. In addition, sometimes
the detection of these intrusions and countermeasures require
quick action, for example, fire alarm systems, which are
extremely important, need to be equipped with more
advancedIDS[6]. Generally, when a newmethod is invented
or optimized in this field, they are tested with previously
created datasets such as N-BaloT, 10TID20, NSL-KDD,
UNSW-NB15, CICIDS2018 [7-9] and based on a series of
parameterssuch as Accuracy, F-score, Recall, they evaluate
the proposed method and compare the results obtained with
previous methods.

The reason that many methods have been presented in this
field is that with the passage of time and the complexity of
hardware and software for the ease of use for humans,
naturally more intelligent attacks will happen to these
devices. Fundamentally, the ease of using the tool follows
complex activities in the background and provides more
scope for penetration. One of the best methods that isderived
from mathematical calculation principles and has moved
towards becoming intelligent is the methods that are based
on deep learning [5]. Because in this method, by using
multiple hidden layers, we can obtain useful features of
network trafficand better detect intrusions. However, due to
theamount of unstructured data produced by 10T devices [5],
many researches have been conducted to extract the
importantand key features of the data with the help of deep
learning techniques. IDS are used when network intrusion
has occurred and we intend to find them, but security
protocols such as firewalls and antiviruses prevent malware
from entering the network. As a result, the common solutions
based on deep learning are still facingmany challenges and
each of them hasa series of disadvantages and limitations
and for this reason, new and more optimal methods in this
field based on learningare being developed day by day. Deep
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learning is more reliable than other methods because it can
easily extract the important information of the dataset and
hence provides betteraccuracy.

In this article, we have reviewed 46 articles from reputable
journals that have presented between 2020 and 2024 in the
field of IDS based on deep learning algorithms in 10T and
categorized them based on various parameters. For the
convenience of researchers, in this article, we examine the
differentdimensions of IDS and examine the newalgorithms
that have been presented and compare them. Investigations
of ours provide deep learning-based intrusion detection in
10T. To the best of our knowledge, this is the only survey
paper that hasso far conducted a comprehensive study on
deep learning-based security solutions with analytics. As
well as this article gives researchers a very important and
unique overview compared to other previous reviews.
Considering that the methods presented in this field are
implemented both in binary and multi-class form, it was
necessary for us to let compare the articles in the last 4 years
that have studied in the field of intrusion detection from the
point of view of being binary and multi-class and see which
of these two methods can provide higher accuracy.

In the continuation of the introduction section, we will
organize the sections of thearticle. Insection 2, we presenta
hierarchical view of the subject, in which we have sub-
sections that fully explain each area. In section 3, we have
examined the solutions and challenges of deep learning and
presented a comprehensive table that includes the
comparison of methods. Section 4 is our discussion in which
we discussed the evaluation parameters of the methods. In
conclusion, Section 5, which is the last section, is our
conclusion based on the evaluations.

2-Hierarchical View of Intrusion Detection
Systems

In this section, we intend to take a hierarchical view of IDS
and explain in detail all the components that play a role in
creating IDS. For this purpose, first in section A, we have
presented the importance of learningdata miningscience and
in section B; we have discussed the applications of artificial
intelligence. Then, in section C, it is time to examine machine
learning, which we have described its various uses and
categories, and next in section D, it is time to get to the core
of our article, which is deep learning. Finally, in section E,
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we have discussed the importance of using IDS using deep
learning algorithms.

2-1- Details of Data Mining and its salient features

In the past, the use of electronic and digital tools was notas
widespread as it is today. Thus, research on the data
generated by this tool was not much discussed. The digital
age can be called the 1990s, where digital devices produced
a huge amount of data [10]. However, today, we see traces of
digital in every environment and place we look. Naturally,
this widespread use of these devices leads to the production
of a series of data in massive volumes. The massdata that s
output from these devices containsuseful information about
the system. This obtained information is often not
understandable for humans. In the past, due to the minimal
use of digital tools, the output data was also small, and
humansused to analyze the data with a superficial look and
manual separation. Gradually, with the significant increase
in the use of digital tools, data was produced in huge
volumes. Therefore, when the time came forthese data to be
analyzed by humans for better performance, he would get
confused and unable to calculate. For this reason, the science
of data miningwas proposed. Data miningis a processto find
anomalies, associations, patterns, changes, structures,
correlations and non-correlations in datasets with massive
data [10]. Amongthe mostimportant datasets with large data
are N-BaloT, 10TID20, NSL-KDD, UNSW-NB15,
CICIDS2017, CICIDS2018, KDDCup99, MQTT 10T
IDS2020, KDD, Bot-10T, KDD99, MQTT.

Data mining was able to provide a series of methods and
methods to human, enabling him to find the law and order
governing the data, and thishuman beinganalyzed these data
through a series of evaluationsin order to be able to find the
pattern governing these data andclassify them [10, 11]. If we
can analyze these data generated from digital devices well
and find the rules on them, we can optimize the system for
the next time in order to reach the goals with more optimal
power. The science of data mining was also created in order
to be able to extract these ruling patterns from the data by
providing a series of methodsand methodssuch as artificial
intelligence, deep learning, and so on. For exampk, a
company that operates in the field of investment can perform
a series of analyzes to predict the price trend of a stock by
analyzingthe data obtained fromthe chart of each stock [10].
On the other hand, in another example, we can refer to the
data generated by the I0T. 10T devices produce massive
amounts of data in the form of datasets, and it is quite
difficult to check each one of them by humans. With the data
mining of these datasets, it is possible to find the order
governing them and inform IDS. The main data mining
techniquesinclude the following:

1. Data cleaning
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2. Classification

3. Clustering

4. Regression

5. Prediction

6. Decision trees

7. Neural networks

8. Long-term memory processing

2-2- Details of Artificial Intelligence and its salient
features

Artificial intelligence is one of the most interesting research
fields in computer science and many researchers have done
many activities in this field. It is enough to prove the
exactingness of the research field of artificial intelligence
thataccordingto the report of the online portal, the statistics
of the global market of artificial intelligence software will
increase from 9.51 billion dollars in 2018 to 118.6 billion
dollars by 2025 [12]. If we want to apply this concept of
artificial intelligence, it is better to first separate this word
into artificial and intelligence. Intelligence includes the
ability to think and learn based on experience, and everything
that is made by human thought and intelligence is called
artificial [16]. Now, the combination of these two words
helps us to understand the main concept of artificial
intelligence more clearly. Artificial intelligence is a set of
algorithms that are given by humans to a series of robots or
programsso that they can learn with the help of these primary
algorithms by means of pre-produced data sets and
understand the pattern governing the data by repeating and
reviewing these algorithms. Eventually they will be able to
optimize their performance and make decisions without
human intervention according to the educational experience
thatthey have gained in the previous stage and it is no longer
necessary forhumansto dictate commands to the program or
robotone by one.

The techniques used in artificial intelligence are [13]:
* machine learning

+ Deep learning

+ Decision tree techniques

 Support Vector Machine (SVM)

» Fuzzy Logic

+ Genetic algorithm

» Bayesian network

 Clustering techniques

Therefore, in the discussion of identifying intrusions, we can
use the techniques used in artificial intelligence, such as
machine learning, which meansthe ability to teach a machine
by learning algorithms, and deep learning, which means
simulating the neural networks of the human brain, and has
many advantages over other techniques are being used for
10T data.
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2-3-Details of Machine Learning and its Salient
Features

Infact, machine learning is a subset of artificial intelligence.
Since it was said in the previous sections, with the help of
machine learning algorithms, the system can be enabled to
receive and read the data by itself without direct
programming, and at the end, the output along with a series
of suggestions forbetterdecision-making offerto the user. In
general, the basis of machine learning techniques is that they
intend to improve performance over time based on previous
results [13] and automate processes [14]. Recently, machine
learning, like artificial intelligence, has been interested in
university research and has been able to solve problems in
real-world businesses largely [15]. The main machine
learning techniques include the following [13]:

» Neural Network (NN)

» Bayesian network

» Markov model

» Vector machine support

Inaddition, varioustypes of machine learning [14]:
 Supervised learning

» Unsupervised learning

* Reinforcementlearning

2-4-Details Deep Learning and its Salient Features

Deep learning is a more complex part of machine learning.
In most definitions, these two concepts are considered the
same, but in reality, they are not, and each of them has a
series of unique characteristics. As mentioned, deep learning
is a set of neural nodes, each of which can be a type of input
to a neural network. Generally, deep learning consists of
neural networks that have three layers. The first layeris the
neural nodes or our inputs to the network and after that, we
have hidden layers and finally the output layer, which are
considered as inputs for the next layers. The hidden layers
extract features of nodes in different ways. In other words,
the central core of neuralnetworks are the hidden layers that
are placed between the input and output layers and have
activation functions. Because in this layer we can extract the
features from the inputs in different ways. For example, the
hidden layer in convolutionalneuralnetworks hasa series of
multi-dimensional inputs that we can obtain in the hidden
layer with the help of a large number of filters important
features of the input data. In the traditional methods of
machine learning, we had to generate complex hypotheses
ourselves, but with neural networks, this happens by
automatically repeating the network, and the network learns
patterns. With more repetitions, the network becomes more

® Deep convolutional neural networks
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powerful and makesit a powerful tool for effective learning
of nonlinearrelationships [16]. Certainly, the important point
is that we must be careful that the network not to be
overfitting. It means that our network repeats the algorithm
so muchand learns so many modelsthat it can only give the
best answer with exactly the same initial dataset and cannot
work with other datasets and give us an optimal and
appropriate answersince it haslearned too much.

Scientists are increasingly developing deep learning
algorithms, and each time they have been able to reach new
and more optimal records with an accuracy rate close to
100%. For example, testing the classification of 1000
different images, the image classification error rate was
reduced to 3.5%, which is higher than human accuracy. Degep
learning technology is used in the fields such as speech
recognition, image processing, medicine, and IDSin the loT,
etc. [16].

Now that we are familiar with deep learning and neural
networks, we intend to use them in IDS. For this purpose, we
can use different neural networks such as DCNN®, DLHNNE,
CNN, Bi-LSTM?, and LSTM. The basis of all of them is to
identify and announce abnormal and malicious behavior by
examining the traffic passing through the 1oT network. This
behaviordetection requires us to analyze network traffic and
identify malicious behavior patterns. With the help of
artificial neural networks, we can extract the characteristics
of these traffics and prepare the network against future
intrusions. In fact, we teach the 10T network to resist harmful
behaviorsand preventinterruption in our network. In Fig. 1,
in order to summarize our explanations, the three layers of
artificial intelligence, machine learning and deep learning
along with examples of each have been demonstrated:

<

» Reactive machine
» Limited memory
» Theory of mind
» Self-awareness

Al
Artificial intelligence
A program that can sense,
reason, actand adapt

e

<

oo

ML
Machine Learning
Algorithms whose
performance improve as
they are exposed to more
data over time

e

» Supervised Learning
» Unsupervised Learning
» Reinforcement Learning

<

e

DL
Deep Learning
Subset of machine leaming
in witch multi-layered
neural networks learn from
vastamounts of data

Fig. 1: Global View of Al, ML, DL

<

» Convolutional Neural Networks
» Long Short-Term Memory
» Deep Random Neural Network

e

e

" Bidirectional long short-term memory
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2-5-Details IDSs and their Salient Features

In this section, we will examine IDS in the 10T. Considering
the limited resources of network devices, security is one of
the most important challenges. Small devices that rely on
weak processors and little storage resources are not capable
of supporting many security protocols. On the other hand,
these devices may have important data exchanges in the
organization, and their low security exposes them to
undetermined intrusions. In the past, when loT was not
studied much and only computers were networked together,
their ultimate security was to use a firewall and a series of
antiviruses [17] such as Kaspersky Internet Security or ESET
NOD32 Antivirus. However, with the expansion of the
Internet and the advancement of science, devices such as
watches, cameras, televisions, etc. have been able to connect
to the Internet and exchange data. As a result, it was
practically impossible to use antivirus on them. Even the
computers that connected to the Internet and carried these
two protocols were no longer able to respond to attacks.

Itwas here thatthe creation of a system thatcan monitorthe
network and check all network details such as bandwidth,
throughput, tolerance and network traffic to identify
malicious attacks and intrusions was felt. These systems
became known as DS, which were able to detect intrusions
to a significant extent using deep learning techniques. IDS
can monitor activities between devices connected to a
network and send an alert to a network security expert or
network administrator whenever a fault is detected [18].
However, due to the dynamic nature of network science and
the expansion of theiruse, overtime, the techniquesare worn
out and unresponsive. For this reason, new articles are
presented every year in the field of intrusion detection in the
loT using deep learning techniques, which somehow have
been able to provide new and more optimal techniques to
deal with intrusions due to the development of network
software. It is predicted that the financial losses caused by
attacksonthe loT network will be about 20 billion dollars by
2021. In Fig. 2, you can see the taxonomy of IDS for loT
[19].
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Fig. 2: Taxonomy of IDS forloT

3- Solutions and Challenges in 1oT

In this section, we intend to pay more attention to deep
learning. Due to the results of studies, deep learning methods
have helped to identify intrusions in the discussion of 10T
systems. In the previous sections, we went through a
hierarchical view to betterunderstand the importance of deep
learning, and now we want to discuss the importance and
applications of the solutions that deep learning has made in
order to identify intrusions in section A. Section B will
addressthe challenges and limitationsthat may be in front of
us when using deep learning techniques and explain them.
Finally, in section C, we have put a complete table of
comparison of deep learning and machine learning methods
in the pastyears until now.

3-1-Deep learning as an Ideal Security Solution in
loT

Due to the growing use of the 10T, devices that use this
technology are added day by day. Each device has specific
software and hardware thatfollows predetermined standards.
This expansion and important data swapsthat are exchanged
between devices prompt attackers to penetrate the network
with various attacks and carry out information theft
operations. For example, these important data can be bank
account numbers, home addresses, people's ages, users and
passwords of logged-in sites, the amount of salary received,
etc. Since these devices have no unified and uniform
security, they are constantly under attack so that
organizationssuch as IEEE® and ETSI® are trying to provide
anideal method to identify these intrusions [20]. 10T devices
usually come with software solutions that are not sufficient
to protect the devices or the network itself [21, 22]. Since the

® European Telecommunications Standards Institute
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IoT is used in various areas and fields, the security at the
software level is weak [23].

Unfortunately, most of the methods proposed by researchers
are mostly for small-scale networks and have not been very
effective for large-scale networks [20]. Scalability in the loT
and IDS meansthatthe network does not face a decrease in
its efficiency with the increase in the numberof devices and
the increase in the volume of users. Most importantly, it can
perform its main task, which is to identify intrusions during
attacks. Every network has a series of layers. 10T network is
similar. Depending on the type of each layer, we have various
malicious attacks. The most important attacksonthe loT are
active and passive attacks. Active attacks referto attacks that
occur online during network activity, but passive attacks
steal network information without disrupting network
activity [20].

There is no 100% solution on how to guarantee security or
detect intrusions in the 10T [23], however we can use deep
learning methods to solve these problems as much as
possible compared to other methods. Therefore, deep
learning is especially suitable for data sets in large volumes
[24]. Obviously, because billions of devices are connected in
the network and exchange data, as a result, datasets are
produced in large volumes [20]. Deep learning methods are
according to these big datasets. The unique structure of deep
learning and machine learning algorithms help IDS to
identify malicious operations to the system. For example, if
we want to act in a supervised way, it is necessary to train
our neuralnetwork algorithm, which consists of a number of
hidden layers whose purpose is to extract features from the
dataset [20], and finally predict after learning. Sort and
display the outputsforusin normalor malicious format[25].
Certainly, good progress has been made in the supervised
method that the algorithm no longer needs to be trained with
primary data and can identify and predict intrusions without
learning [26].

As mentioned earlier, with the help of deep learning
algorithms in the 10T network, connection between objects
or devices is possible without human intervention, and we
have connection between objectsand objects, and there is no
longer a human who can send these connectionsto the device
one by one [27]. For example, imagine a house where all
electronic devices are intelligently connected to each other
on the Internet and meet each other's needs [28].

3-2-Limitations of using Deep Learning

Limiting the use of resourcesand not havingrelatively strong
processors and suitable computing resources in most of the
loT devices have caused us to have problems that our most
important problems are the memory efficiency and IDS
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response time. Since new methods and more optimal
techniques are presented in deep learning algorithms day by
day, there is a need for these optimized algorithms to match
the characteristics of the 10T and be able to adapt to the
network. But because these methods are new and have not
yet been widely used, they cannotbe used much for IDS [20].

The next point is to assume that the algorithm is suitable for
the network. Since we tried to make the model learn and
make decisions on its own, and humans no longer have
special access to learn the model, sometimes the volume of
data becomes largerand larger over time, and this causesthe
efficiency of the algorithm to decrease [20]. For example, if
the algorithm is trained fora million devices with 10 features,
after sometime it may be added to the number of network
devices. If another2 million devicesare added, the efficiency
of the algorithm will not be the same as before and the
accuracy of diagnosis will decrease. In addition to the point
that all these events happen online and the increase in the
number of devices occurs during network activity. Now
imagine a deep learning algorithm that aims to detect
intrusions online in an IDS and the size of its network is
increasing over time. If the algorithm is not scalable, it will
lose its efficiency. On the one hand, the attacker has
infiltrated the network, while the network does not have the
capacity to accept the new device to process its data,and the
result is a devastatingevent for the network.

One of the important challenges with deep learning is that the
wrong and inefficient inputs used to design and learn the
modelfor deep techniquesor lack of data fortrainingor non-
essential features in hidden layers of IDS have been easily
exposed our network to threats and major damages such as
hacking and information theft [23].

3-3- Comparison Table

InTable 1, we have compared 46 articles from 2020 to 2024.
Each of these articles has its own datasets, methods,
accuraciesand classifications. The first column containsthe
authors’ name of the references, which have been applied to
identify intrusions in the 10T. In the second column, the year
of publication foreach article is placed. The selection period
starts from 2020 to 2024. Generally, in most of the review
articles, short periods of 4 years are considered in the
discussion of intrusion detection. The reason is that the speed
of updating deep and machine learning algorithms is
increasing, and the previous methods will soon become
outdated. The next columnis the number of citations for the
mentioned references after their publication. Then, by
considering that more devices are added to the 10T network
and each hardware device uses more complex software, it is
necessary to provide new methods. In the next column, you
can see the datasets used by the methods. Datasets are files
in .txt or .csv format that contain large matrices. These



matrices consist of a series of rows and columns. Rows are
records or network devices, and columns are attributes of
network devices. Using the science of data mining, we find
the rule governing these datasets. For training and testing a
network, the ready-made datasets have been created
manually or in reality. In the fifth column, you can see the
method used by researchers to identify and predict intrusions
in each studied article. In the next column, you can see the
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accuracy rate obtained from the algorithm. In the last

Table 1: Comparison DL/ML Methods
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column, we have obtained the type of attack classification
based on binary or multi-class. Some articles have used
several datasets with different classifications to show their
work better, which have been able to obtain acceptable
accuracy rates. In this table, different datasets with different
methods have been able to obtain high and acceptable
accuracy rates. In the next section, we will discuss more
details of the following table.

Authors Year Dataset Method Accuracy Classification
Lahsanet al. [7] 2022 NBaloT Lightweight autoencoder -KNN 99.00% Binary
Ullah et al. [8] 2022 10TID20 DCNN 99.91% & 98.38% Binary & Multiclass
Kim et al. [29] 2024 (U Uieelei Transfer learning 99.94% EIIER)
Bot-loT
Osa et al. [30] 2024 | CICIDS 2017 DNN 99.68 % N/A
Psychogyios et al. [31] 2024 [ UNSW-NB15 LSTM N/A Binary
0,
Cavusoglu et al. [32] 2024 NSL-KDD Transfer learning 332202 Binary & Multiclass
Yanget al. [33] 2024 | CICIDS2017 LSTM, CNN & Auto encoder 99.81% Multiclass
CICIDS2017 99.99%
Hnamte et al. [34] 2023 CSE- Autoencoder and LSTM 99' 10(;; Multiclass
CICDIS2018 '
Alenezi et al. [35] 2023 X-11oTID K-means 99.79% & 97.10% Binary & Multiclass
Lilhore et al. [36] 2023 | UNW-NB15 LSTM & CNN 94.25% Multiclass
Figueiredo et al. [37] 2023 | CICIDS2017 LSTM 99.00% Binary
. SDN-loT, 0 0 . .
Chagantiet al. [38] 2023 SDN-NF-TJ LSTM 97.70% & 97.10% Binary & Multiclass
Gupta et al. [39] 2022 NSLKDD DLHNN-HCSGA MinK-means 99.52% Binary
KDDCup99 N/A & 99.92%
Basatsi at al. [40] 2022 | CICIDS2017 DFE - CNN 98.98% & 99.31% Binary & Multiclass
UNSWNB15 100% & 99.96%
UNSWNB15 . . 0 .
Saguet al. [41] 2022 & CloudStor Bi-LSTM -GRU 84.83% & 84.73% Binary
L MQTTIOT-
Idrissi et al. [42] 2022 1DS2020 DL-HIDS 99.74 N/A
Sobhanzadehet al. [43] | 2022 NBaloT WCC & SVM 100% & 96.70% Binary & Multiclass
MedBloT & o o
Malik et al. [44] 2022 | Chris Dataset KNN O e & N/A
& HCRL i
Diddi et al. [45] 2022 CICDBOSZM CNN 99.75% & 99.99% Binary & Multiclass
Idrissi et al. [46] 2021 BotloT CNN 99.94% Multiclass
CNN =96.60%
Alkahtaniet al. [47] 2021 10TID20 CNN-LSTM & mix both LSTM =99.82% Multiclass
CNN-LSTM =98.80%
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Liu et al. [48] 2021 NSLKDD DSSTE+LSTM 81.78% Multiclass
Ashrafat al. [49] 2021 | UNSWNB15 LSTM Autoencoder 98.00% Binary
Borisenko et al. [50] 2021 | CICIDS2018 LSTM 94.00% Multiclass
Hai et al. [51] 2021 | CICIDS2017 LSTM 99.55% Binary
Ts et al. [52] 2021 KDD Bi LSTM 99.70% Binary
Mighan et al. [53] 2021 UN;(’);SZCX SVMand LSTM 99.49% Binary
Jia et al. [54] 2021 NKSIID_iISgLD IE-DBN 98.12% & 98.79% Multiclass
Biswas et al. [55] 2021 B‘ﬂgl & LSTM-GRU 99.76% & 99.14% Binary
Laghrissi et al. [56] 2021 KDD99 LSTM 98.88% Binary
ElSayed et al. [57] 2021 INSDN CNN 97.50% Binary & Multiclass
Joshi at al. [58] 2021 CTU13 ANN 99.94% Binary
Sethi et al. [59] 2021 NSLKDD Reinforcement/ML 96.50% Multiclass
Mendonca et al. [60] 2021 CPC%E)%?(%? SET 99.00% & 99.00% Multiclass
Hussain et al. [61] 2021 MQTTset DT 99.47% Binary
Vaccari et al. [62] 2021 MQTTset RF 99.68% Binary
Imrana et al. [63] 2021 NSLKDD BiLSTM 94.26% & 91.36% Binary & Multiclass
Khan et al. [64] 2021 | UNSWNB15 LSTM 98.88% Binary
Parra et al. [65] 2020 NBaloT DCNN & LSTM 94.30% & 93.58 N/A
Latif et al. [66] 2020 [ UNSWNB15 DRaNN 99.41% Multiclass
Roopak et al. [67] 2020 | CISIDS2017 CNN & LSTM 99.03% Binary
Smyset at al. [68] 2020 | UNSWNB15 HCNN 98.60% Multiclass
Kasongo et al. [69] 2020 | UNSWNB15 WFEU-FFDNN 99.66% & 99.77% Binary & Multiclass
Liet al. [70] 2020 NSLKDD CNN 86.95% 81.33% Binary & Multiclass
Khamis et al. [71] 2020 [ UNSWNB15 CNN 96.00% Multiclass

4- Table Discussion

In this section, we will discuss Table I. This table gives usa
comprehensive and complete view of the methods of
detecting intrusions in the 10T by means of deep learningand
machine learning techniques. The reason for choosing this 3-
yearperiod is thatdue to the strange speed of growth of deep
learning and machine learning methods in the pastyearsand
the optimization and performance of each algorithm
compared to the previous algorithm, there is no need to
repeat the methods of previous articles. Let us discuss
because, forexample,the accuracy rate of an article using the
CNN method in 2017 was 85%, but the same dataset with the
same method in 2021 achieved an accuracy rate of 98%. For
this reason, this table hascollected the techniques of the day
in the field of 1oT. Researcherswho are looking forideasand
need to quickly get a comprehensive view of the articles

published in these three years in the field of 1oT and IDS,
Table 1 helps them well.

98.5
98
97.5
97
96.5
96

Binary Multiclass

B Average Accuracy

Fig. 3: Average of Accuracy in two classification

As it is known, most of the methods have used convolutional
neural networks, which have been able to analyze the input
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well and recognize the important featuresof the input using
a series of convolutionallayers. As it is evident from Fig. 3,
the more evaluations of deep learning and machine
algorithms have been done based on binary classifications in
these three years, the average accuracy of them is much
higher than multi-class classification. Therefore, the average
accuracy of the binary and multi-class classification is
98.24% and 96.91%, respectively.

5- Conclusion

Inthis article, first, we tried to explain conceptssuch asdata
mining, which is the main basis of working with data.
Moreover, to understand the functioning of an ITDA
intrusion detection system, we expressed a hierarchical view
of artificial intelligence, which itself consisted of machine
learning and deep learning. Finally, we examined the types
of IDS in the loT network, then, we examined the challenges
and solutions that deep learning has provided to IDS. This
article gives researchers unique overview compared to other
previous studies that which of the binary or multi-class form
in the research methods can provide higher accuracy in the
field of intrusion detection. Referring to Table 1, we found
outwhatastime passes, the popularity of using deep learning
methods increases. In provided table (Table 1), we have
compiled the accuracy rates of the methods from 2020 to
2024 based on different classifications and we have
concluded that binary classification methods have beenable
to obtain betteraccuracy rates.
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