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Abstract  
Near Field Communication (NFC), as a short-range wireless connectivity technology, makes it easier for electronic 

devices to stay in touch. This technology, due to its advantages such as secure access, compatibility, and ease of use, can be 

utilized in multiple applications in various domains such as banking, file transferring reservations, booking tickets, 

redeeming, entry/exit passes, and payment. In this survey paper, various aspects of this technology, including operating 

modes, their protocol stacks, and standard message format are investigated. Moreover, future direction of NFC in terms of 

design, improvement, and user-friendliness is presented for further research. In addition, due to the disadvantages of 

banknote-based payment methods such as the high temptation to steal and the need for a safe, mobile payments, which 

include mobile wallets and mobile money transfers, are explored as a new alternative to these methods. In addition, the 

traditional payment methods and their limitations are surveyed along with NFC payment as a prominent application of this 

technology. Furthermore, security threats of NFC payment along with future research directions for NFC payment and its 

challenges, including protocols and standards, and NFC payment security requirements are addressed in this paper. It is 

hoped that effective policies for NFC payment development will be provided by addressing the important challenges and 

formulating appropriate standards. 
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1- Introduction 

In recent years, the electronic industry is improving 

significantly in various aspects and profoundly affected 

people’s lives by dispelling some traditional problems. In 

NFC technology, two NFC-enabled devices can create a 

point-to-point connection via a wireless channel. The NFC 

technology has been firstly introduced by two leading 

manufacturers in the electronics industry, Sony and Philips 

in 2002. Some advantages of this technology such as 

flexibility, versatility, and ease to use caused it to extend 

its application in many fields such as file transferring, 

health monitoring systems, indoor navigation, ticketing, 

and financial [1]. 

Although many electronic devices can be equipped with 

NFC technology, this technology is mostly installed on 

smartphones. Also, other mobile network technologies 

such as 3G, 4G, and 5G have been added to mobile 

smartphones to provide broadband high-speed internet 

connection for users [2]. Nowadays, NFC is the most 

leading technology that can be embedded in smartphones 

and tablets. The theoretical maximum working distance of 

this technology is 20 centimeters, moreover, in practice, 

the range of reliable communication is much smaller, 

usually about 5 centimeters. In general, a combination of 

the contactless identification and interconnection 

technologies can compose an NFC system, which requires 

two NFC-compatible devices close to each other for a 

proper response [3].  

In general, mobile payment due to its specific features 

such as safe, secure, convenient, and fast is an increasingly 

attractive method to pay. It should be noted that 

smartphone technology plays an essential role in the 

growth of these transactions [4]. It is reported that over 3.4 

billion smartphones will be equipped with Android Pay, 

Apple Pay, and Samsung Pay by the end of 2017; likewise, 
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this may reach 5.3 billion by 2021. Moreover, Apple Pay 

transactions grew 450 percent in the first quarter of 2017 

in comparison to the same quarter of 2016. In stores, 

mobile payments can carry out through NFC technology, 

which stands for Near Field Communication. Also, NFC 

can also be combined with RFID technology and read its 

tags also applied as a file transfer system. Therefore, NFC-

enabled payments due to the three key reasons, i.e., secure, 

fast, and convenient can convince vendors to provide their 

products with this technology. Also, digital payment 

instead of paying for products with cash, checks, or 

physical credit cards causes people to carry less cash [5]. 

In general, safety and security are vital requirements in 

financial transactions. NFC technology due to the short 

support range can be considered as a reliable method for 

these applications [6]. The NFC connection is initiated 

when two NFC-enabled devices are close to each other 

almost 5 centimeters. Therefore, eavesdropping on the 

transaction’s data is hard for a third party. Supporting a 

shorter range leads to improved security as a key NFC 

advantage over other communication systems. In general, 

the NFC technology is a short-range half-duplex 

communication protocol, working at 13.56 MHz frequency 

band, which is designed for particular applications [7]. 

NFC can enable a variety of innovative services. As a 

result, it is right to say that NFC provides smooth content 

delivery, brings simplicity to transactions, and enables 

secure information sharing. Moreover, NFC can build 

various opportunities for vendors, banks, mobile operators, 

and transport operators [8]. 

There are two operating modes in NFC, active and passive 

modes [9]. In the active mode, both devices generate the 

RF field to establish the connection and transfer data. 

Whereas, in the passive mode, one active device generates 

the RF field to establish the connection and transfer the 

data. Table 1 shows the NFC communication modes; also, 

Table 2 compares the WPAN technologies. 

Table 1. Communication Modes in NFC [10]. 

Device A Device B RF Field Generation RF Mode 

Active Active Generated by Both Devices Active Mode 

Active Passive Generated by Device A Only Passive Mode 

Passive Active Generated by Device B Only Passive Mode 

 

NFC supports three data transfer rates i.e. 106, 212, and 

424 KB/s [11], also, a variety of data coding techniques 

such as Manchester, modified miller, and NRZ-L are 

applied in this technology [12]. NFC also supports both 

10% ASK and 100% ASK modulation. In fact, data rate, 

operation mode, RF signaling, and standards are major 

parameters to determine the modulation type. Figure 1 

shows modulation and coding of an NFC connection. 

 

Table 2. Comparison of WPAN Technologies [11]. 

Parameter Bluetooth ZigBee NFC 

Range 10-100 m 10-100 m 4-10 cm 

Data Rate 0.8-2.1 Mbps 
0.02-0.2 

Mbps 

0.02-0.4 

Mbps 

Cost Low Low Low 

Power 

Consumption 
High Medium Low 

Spectrum 2.4 GHz 2.4 GHz 13.54 MHz 

Security Low Low High 

Network 

Topology 

Piconets, 

Scatternets 

Star, Tree, 

Mesh 

One to 

One 

Devices per 

Network 
8 2-65,000 2 

Usability 
Moderate, 

Data Centric 

Easy, Data 

Centric 

Easy, 

Human 

centric 

Personalization Medium Low High 

Flexibility High High High 

Setup Time Approx. 6 s 
Approx. 0.5 

s 

Less Than 

0.1 s 

 

According to [13], secure elements play a principal role 

when a secure transaction is needed in an NFC connection 

for either transmitting and storing data in NFC-enabled 

devices. Secure elements can create a secure environment 

for the sensitive data that is transferred and stored in an 

NFC connection such as users’ credit card information and 

access key information when using card emulator mode. 

Also, HCE as the latest SE of NFC is another security 

approach to stores and manages the user’s private data in 

the smartphone. 

In this paper, the main goal is to survey the current NFC 

payment methods including their related architecture, 

standards, and challenges. Moreover, the existing solutions 

to overcome these challenges are presented, and future 

research directions of NFC payment are investigated in 

terms of design, improvement, and user-friendliness to 

dispel the challenges. In addition, along with presenting 

the drawbacks of banknote-based payment methods such 

as high temptation to steal, mobile payments and NFC 

payment, which include mobile wallets and mobile money 

transfers, are explored as a new effective alternative. 

Furthermore, security challenges of NFC payment are 

investigated; also various approaches that are applied for 

securing the NFC payment are introduced and compared in 

terms of security requirements. Finally, it has been 

endeavored that new future directions are addressed to 

improve protocols and standards for and NFC payment 

security requirements 
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Fig. 1. Modulation and Coding of an NFC Connection [11]. 

The rest of this paper is organized as follows: NFC 

technology and its operating modes are introduced in 

section 2. Current payment methods and their limitations 

are discussed in section 3. Afterward, in section 4 the 

concept of NFC payment is represented. Section 5 presents 

the NFC payment security and security threats. The future 

direction of NFC payment is subject to be investigated in 

section 6. Finally, section 7 concludes the paper. 

2- NFC Architecture, Standards, and 

Protocols 

In this section NFC architecture, standards, and protocol 

are introduced in detail. In some studies, some modules 

have been proposed to improve the performance of NFC 

technology. Likewise, secure elements play an essential 

role in NFC applications, especially in payment cases. A 

mobile device equipped with NFC technology depending 

on its application may also have more than one SE. There 

are three operating modes in NFC, which are investigated 

in the following subsections. 

2-1- Operating Modes 

NFC technology similar to other communication systems 

needs a set of standards and protocols to control how the 

network elements operate, communicate, and guarantee 

security. Therefore, increasing the number and improving 

these standards result in ease of access and guaranteed 

security; meanwhile, it may make the NFC slightly more 

complicated than its status. The most significant 

standardization association for NFC technology is NFC 

Forum, which develops and improves all of NFC 

essentials, as well as NFC standards. NFC Forum is a non-

profit association, which aims to turn NFC into a better 

network environment also extend it worldwide [14]. 

 

 

2-1-1- Reader/Writer Mode 

Reader/writer mode is an operation mode of the NFC in 

which an active mobile NFC-enabled device initiates a 

wireless communication; it can also read and modify the 

stored data in the NFC tag accordingly. [15]. In this mode, 

the NFC-enabled device can read and write the NFC 

Forum’s standard tags, which can be in four types. 

Consequently, the user can read, write the stored data on 

the NFC transponder, and carry out the proper action later. 

Following NFC Forum, messages of the NFC 

communication have a specific format, which is called 

NDEF. In general, several NDEF records are chained to 

each other to create an NDEF message, so that a more 

substantial payload can be transferred. The protocol stack 

of the reader/writer mode is also depicted in Fig. 2(a). 

 

(a) 

 
(b) 

 
(c) 

 
 

Fig. 2. Protocol Stack of the (a) Reader/Writer Mode, (b) Peer-to-
Peer Mode, (c) Card Emulation Mode [17]. 

2-1-2- Peer-to-Peer Mode 

In this mode, a bidirectional connection is made between 

two NFC-enabled devices, in which two devices can 

actively transmit any data such as business information, 

payment transaction information, and file sharing [16]. 

The RF communication interface in the peer-to-peer 

connection of NFC is standardized by ISO/IEC 18092 

protocol, which is called NFCIP-1 that enables the 

“request and response” feature for both devices to make 

sharing data capability. In the mode, both of the NFC 
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devices, i.e., initiator and target are active. Also, the RF 

uses 13.56 MHz, frequency band. The protocol stack of 

the peer-to-peer mode of NFC is illustrated in Fig. 2(b). 

2-1-3- Card Emulation Mode 

In card emulation mode, both NFC devices use the same 

analog and digital techniques based on the ISO/IEC 14443 

type A, type B, and SONY FeliCa. In this operation mode, 

when a mobile user’s NFC device touches an NFC reader, 

its NFC device acts as a smart card also the NFC reader 

deals with the emulate smart card security element. 

 

In this mode, the NFC reader is active, and the smartphone 

is passive. Applications of the card emulation mode are 

access control and ticketing. In general, some standards 

such as ISO/IEC 14443 type A, type B, and SONY FeliCa 

communication interfaces are applied in these 

applications. Figure 2(c) indicates the protocol stack of the 

card emulation mode. A summary of NFC operating 

modes including reader/writer mode, peer-to-peer mode, 

and card emulation mode is shown in Fig. 3.  

 
 

Fig. 3. Three Operation Modes of NFC [18]. 

2-2- Pros and Cons of NFC 

In general, each system and technology has some 

advantages and disadvantages. Consequently, NFC as new 

technology has some pros and cons as follows. 

2-2-1- Pros of NFC 

 NFC uses electromagnetic waves instead of wired 

connections. Therefore, the wired connection is not 

necessary for users, so that the transactions, data 

transferring, media sharing are carried out faster and 

more reliable. 

 The proximity of the two devices is necessary for 

NFC technology that causes eavesdropping is hard. As 

a result, this technology is almost secured. 

 The NFC technology by reducing the time of 

sweeping the card, choosing a menu, and entering the 

password decreases the total time of a transaction; 

also, it can lead to a faster and more flexible 

transaction process when it applied in the transactions 

and card emulation. 

 Lower energy consumption should be considered in 

the NFC design phase [19]. As a result, more energy 

power is saved in comparison to other payment 

technologies such as RFID in the overtime and 

considering the high number of users [20].  

 The time needed for an NFC connection to be made 

less than 0.1 seconds. Therefore, the NFC is an 

appropriate choice, where there are many users, and 

they need to perform their payments tandem one after 

another, such as subway stations. 

 NFC is a flexible technology, which can work under a 

variety of environmental conditions. Therefore, a user 

is not restricted to environmental conditions and the 

user can easily use this technology. 

 NFC is versatile equipment where many tasks can be 

carried out. For example, a user can be checking out at 

a store, read information from a smart poster, and 

purchase and load a concert ticket through a single 

NFC-enabled device. 

2-2-2- Cons of NFC 

Besides the mentioned advantages, this technology has a 

few disadvantages as follows. 

 Most NFC disadvantages are related to their costs and 

prices. So that increasing the costs in NFC 

applications is inevitable due to requiring both tags 

and readers. Generally, NFC device's price is 

approximately high; also, the maintenance and 

development of NFC devices are not cheap. 

 Although NFC is almost secure due to it needs the 

devices to be close to each other, remains some 

challenges of NFC security. 

 Another point to be mentioned as an NFC 

disadvantage is that this technology is not yet fully 

spread all around the world so that NFC technology is 

not applied in many countries. Likewise, for various 

reasons, this technology is not applicable in every 

country. 

2-3- Future Research Directions on NFC 

There are some future directions and open issues in NFC 

tags, NFC protocols, and NFC communication modes as 

follows. Although some of the proposed research topics 

are novel, recently some innovative efforts have been 

made on some matters, which makes these topics as future 

directions of NFC technology. The suggested future 
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research directions for topics of this section including SE 

and HCE except for security parts of NFC is listed: 

 Analysis of antenna design, antenna coupling, RF 

efficiency, and simulation of an NFC communication 

on other proper frequency bands and proposing 

alternative designs for antennas of NFC. 

 Proposing an alternative or developed protocol for 

SNEP for peer-to-peer transactions. 

 Developing a new modulation scheme and a coding 

technique considering the power management and 

security issues of this technology. 

 Developing alternative NFC protocols for other 

possible applications and a revision of LLCP and 

NFCIP-1. 

 Proposing a more user-friendly software for Android, 

IOS, and Windows smartphones with a 

professionally designed GUI to increase the 

willingness of users to use this technology. 

 Exploring possible ways of setting dynamic NFC 

tags as alternative hardware for static NFC tags. 

3- Current Payment Methods  

There are various methods, which can be applied to 

payment applications as follows. The NFC payment is not 

considered in this section. 

3-1- EMV® Card 

EMV® Card is the abbreviation form of “Euro pay, 

MasterCard®, and Visa®”, which are three major 

companies that handle payments and transactions from 

little to large amounts of money. These companies have 

produced payment cards based on the chip technologies 

that are disclosing the account information is nearly 

impossible for anyone who might steal the card. To this 

end, the microprocessor chip inside the card generates a 

unique code for each transaction. As a result, due to the 

uniqueness of transaction codes, the gained codes will be 

useless when a criminal can get the code from a store. 

3-2- Magnetic Stripe Card 

A magnetic stripe card can store transaction data by 

changing the magnetism of a tiny iron-based magnetic 

layer of the card, which is called magstripe or sweep card. 

The magstripe cards work by sweeping the magnetic 

reading head to POS and POP devices. This type of card is 

most suitable for identity cards, credit cards, and 

transportation tickets [21]. Limitations of these payment 

methods are: 

 Bulky Wallets 

It is inevitable to have more than one payment card if 

someone has multiple bank accounts. As a result, 

managing these cards and their information will not be 

accessible. Also, keeping multiple cards cause a thicker 

wallet. 

 Loss of the Card 

Card-based payment methods have a high risk of being 

stolen and loss of cards. Furthermore, the extra time and 

more effort are required for the cardholder to recover the 

card when its card is lost or stolen. 

 Fake Identity 

When a criminal can steal a credit/debit card (EMV® card 

or magnetic stripe card), fake identity issues can occur. 

Therefore, a criminal can claim that it is the cardholder 

and cause severe and irrecoverable problems for the real 

cardholder. 

4- The Concept of NFC Payment 

Generally, mobile payments, which include mobile wallets 

and mobile money transfers, are actual transactions that 

take place on mobile devices. Mobile payment technology 

allows that payment to carry out digitally instead of paying 

for stuff with cash, checks, or physical credit cards. This 

type of payment can be applied in both “peer to peer” 

context and for paying at a brick-and-mortar business. A 

mobile payment application is applied to pay in a peer-to-

peer mobile payment; also, instead of cash or a card, a 

mobile application is applied to pay for particular 

commodity and services at the checkout counter in the 

mobile payment of a brick-and-mortar business. In this 

instance, a specific type of point-of-sale device is required 

to process the transactions.  

In general, the success of a payment method depends on 

some factors. To this end, Staykova and Damsgaard [22] 

investigated the effective parameters of a payment method 

that are based on entry and expansion. They have built a 

framework to analyze the entry and expansion strategies of 

digital payment solutions. They have concluded that the 

importance of the timing of expansion and importance of 

the timing of entry are identical. The important factors 

affecting mobile payment in public transportation have 

been investigated in [23]. In this study, the role of mobile 

payment as a payment system has been investigated in the 

public transport of Oporto, Portugal and Beijing, China. 

Their research has indicated that users’ age is an essential 

factor in determining the usage of mobile payment systems 

so that younger people have tended to use mobile and 

digital payment systems more than older citizens. 

According to their statistical results, innovation in 

representing the service is an important factor that affects 

users to choose a digital mobile payment system [24]. 

User acceptance is a major success factor for each new 

technology. In [25], the user acceptance influence of 

success a new technology has been studied by Ramos-de-
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Luna and Montoro-Rı´os. To meet this objective, they 

have prepared a questionnaire that 191 audiences have 

filled it. They have also used PLS v3.0 software to analyze 

the results statistically. Their results show that attitude, 

subjective norms, and innovation are vital parameters that 

can determinant the future intention of using mobile 

payments. 

Likewise, Cocosila and Trabelsi studied the user 

acceptance of credit/debit cards and other contactless 

payment methods [26]. Their results show that NFC 

payment has a great advantage over other methods, but it 

also has some user doubts. They also surveyed value and 

risk perception, which had about 290 participants. The 

authors have claimed that the integrated value-risk 

perception is a significant factor in the adoption of NFC 

payments with smartphones so that the user stimulation to 

be used due to having utilitarian and enjoyment values; 

also, psychological and privacy risks are the most 

significant deterrents [27]. 

5- NFC Payment Security Issues and its 

Challenges 

When a new payment system replaces traditional payment 

systems, the first issue to be taken care of is its security. In 

fact, when a user decides to switch from conventional 

payment methods to NFC payment, the most critical factor 

is how well the security will be achieved in this 

transaction. In general, the NFC technology has a proper 

security property due to its low support range. Although 

this feature gives users a sense of reliability, some security 

threats have remained as well. Also, some reports indicate 

the manipulation of thirds parties has occurred in the NFC 

transaction [15]. In order to better overcome this 

challenge, SE and HCE have been added to new NFC 

generation devices. The SE of NFC provides the security 

properties for an NFC-enabled device. SE has the 

following types: 

 Embedded hardware: this SE type is the static 

element in an NFC-enabled device, which is 

embedded in the smartphone or tablet; also, the user 

enables to personalize the security settings after 

buying the smartphone. In fact, this type of SE is 

embedded in the smartphone at the manufacturing 

company. 

 SMC: a smart memory card element and a smart card 

controller can make this type of SE. This type of 

smart card can supply a high level of security. 

Although many NFC versions are equipped with 

security elements, SMC is compatible with nearly all 

of the interfaces and standards such as ISO/IEC 

7816, Global Platform, and Java Card [28]. As 

regards, the SMC is removable and provides a 

flexible scheme; also it has a large memory capacity 

and can easily handle the transactions in payments. 

 UICC: this type of security element, which is called 

the Universal Integrated Circuit Card is based on the 

smart SIM card technique. Therefore, these cards are 

added to SE of NFC to protect the personal 

information of the users [13]. 

 TMB: Mobey Forum has introduced this technology 

as future technology and a new NFC secure element. 

This type of SE is located in the CPU of 

smartphones, which can handle a wide range of 

NFC’s security applications. This facility causes it as 

a proper candidate for becoming an independent 

future SE.  

There is another classification for SE of NFC technology 

so that the SE schemes can be classified into non-

removable SEs, removable SEs, flexible SE solutions. As 

mentioned before, HCE is the latest SE for NFC 

technology and can manage the security applications of 

NFC with high reliability. In fact, HCE separates the card 

emulation mode, which is mostly used in payment 

transactions from SE. In fact, in using the HCE as a SE, a 

smartphone can perform the card emulation mode, while 

its security data is stored at the different location such as 

in another device or even in cloud storage. Figure 4 shows 

a comparison between SE and HCE. 

Although HCE is a perfect approach to ensure an NFC 

transaction’s security issues, there are some remaining 

challenges. The major challenge for HCE is when its data 

is stored in cloud memory. In fact, when a user intends to 

carry out an NFC transaction, maybe he/she does not 

access the internet, which fails the transaction [29].  

 
Fig. 4. Comparison of SE and HCE Architecture [30]. 

Although a decent research background exists for some 

issues of NFC applications, the future research directions 

for SE of NFC and HCE are suggested as follows. 

 Proposing access control models to secure NFC 

elements compatible with smartphone OSs. 

 Developing an alternative model for HCE as a 

security element. 

 Proposing a secure communication protocol for 

cloud-based HCE in NFC. 
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 Developing an alternative model for removable SEs 

also and improving security SMC and UICC to 

achieve a more secure SE. 

 Exploring possible methods for proposing a more 

reliable HCE architecture. 

 Proposing a novel non-removable SE to apply in the 

current embedded hardware SEs. 

 Evaluation and analysis of the cloud-based HCE for a 

hybrid system. 

 Extensive research concerning market needs and 

device compatibility with the satisfaction of users 

who are interested in SE and security issues. 

 Analysis of the connectivity between HCE and 

various smartphone OSs. 

 Analysis of the power management and power-saving 

strategies for HCE and cloud-based HCE [31]. 

5-1- Security Threats of NFC Payment 

There are various security threats for NFC payments that 

are introduced as follows. 

5-1-1- Eavesdropping 

Eavesdropping means that an attacker can hear the RF 

signal of an NFC transaction. Generally, eavesdropping is 

comfortable in an active NFC-enabled device. According 

to [32], an active NFC device, which generates its RF 

signals, can be heard at 10 meters, whereas in a passive 

device this distance is reduced to 1 meter. In the 

eavesdropping attack, an attacker uses a powerful active 

antenna. It seems that physically separating the channel 

between the two NFC devices can solve this problem.  

5-1-2- Data Modification or Corruption 

In this attack, an attacker uses a powerful antenna to 

manipulate the transferred data between two NFC devices 

at the valid frequency and at the right time. The 

manipulate data can be rubbish data to interrupt the 

connection and purposeful data to modify the transaction 

properties and information. The victim of this type of 

security threat is passive devices. The threats of this type 

of attack increase when a weak coding scheme is applied; 

whereas, a secure coding scheme can prevent the attacker's 

success. However, there is a trade-off between the security 

protection level in eavesdropping and data modification or 

corruption attacks so that the bidirectional active mode 

with baud data rate equal to 106 is the most unsafe 

condition to eavesdropping [33].  

 

 

 

5-1-3- Man-in-the-Middle Attack 

In this attack, a third party cuts off the NFC 

communication between the two NFC-enabled devices. In 

fact, the attacker acts as a relay between the NFC devices 

also transmits the changed information to the actual 

receiver device without the two devices getting to know 

that there is a third party. As regards, the support range of 

this technology is deficient; the occurrence probability of 

this type of attack in the NFC connection is low. In 

general, using an active-passive communication link 

between the NFC-enabled devices can identify the third 

party and reduce the risk of this type of security threat. In 

fact, applying both active devices prevent detection of the 

attacker. 

Considering these types of NFC payment attacks, possible 

future research topics on this subject are suggested as 

follows. 

 Proposing a physical channel protection scheme to 

avoid eavesdropping. 

 Exploring the power-saving mechanisms to develop 

energy-efficient and functionally secure 

communications. 

 Designing an extra passive antenna to be placed near 

the NFC payment devices or even inside the NFC 

device to detect the possible attacker to avoid the 

man-in-the-middle attack, data corruption, and 

modification accordingly. 

 Modeling a convex problem to solve the trade-off 

situation in security protection level of eavesdropping 

attacks, data corruption, and modification attacks. In 

general, the distance, signal power, and coding 

schemes can be suitable parameters to model and 

design the convex problem. 

6- Future Directions of NFC Payment 

In general, NFC payment is a popular application of the 

NFC technology, which allows users to perform their 

transactions. Today, many shops and stores are equipped 

with this technology, but new efforts are still needed to 

extend this technology to more stores and smartphones. As 

a result, the first aim of the NFC Forum is that spreading 

this technology to more countries, shops, and smartphones. 

Also, user trust is another important factor in expanding 

NFC payments in the future, so that the users insist that 

their money be must securely transfer. The mentioned 

aims can be achieved by some research that is carried out 

by statistical experts that survey the completed 

questionnaires related to users' experience about the NFC 

payment.  

Apart from the market-related issue and matters of the 

development of NFC technology, protocols, standards, and 

security are three significant problems related to the NFC 

payment, which directly affects the NFC payments future 
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directions. In the previous sections, the future directions 

related to each subject have been suggested. The presented 

future directions can give useful insights about how NFC 

payments can be a faster and more secure contactless 

payment technology to carry out the transactions with real 

ease. However, a point that should not be forgotten is that 

much research has to be done to refine NFC's new 

protocols and standards, also fill out the security gaps of 

NFC payments for making a bright future for this 

technology. Although extraordinary research efforts have 

been carried out to improve NFC technology and NFC 

payment, there still are some primary future directions as 

follows. 

 Designing the more powerful NFC antennas to 

dominate the possible attacks and threats. 

 Proposing a new communication standard that 

provides a higher definition of QoS in NFC. 

 Proposal for efficient modulation and coding 

techniques that make eavesdropping is impossible for 

an attacker. 

 Proposing an efficient protocol for NFC-enabled 

devices for payment applications based on power 

management and power saving issues. 

 Evaluating the integration of this technology with 

new technologies such as the IoT to accelerate the 

usage of this technology. 

7- Conclusions 

In this paper, we have been investigated the current 

payment methods, also the pros and cons of NFC payment. 

Our evaluations show that NFC payment can outperform 

in comparison to the traditional payment methods in terms 

of speed, reliability, security, and ease of use. Moreover, 

we conclude NFC technology is growing faster in 

countries with a younger population. Likewise, security 

issues and challenges of the NFC payment have been 

surveyed in this paper. We have been tried to focus on the 

technical problems since the market-related issues have 

better solved by users’ questionnaires also have analyzed 

by statistical and marketing experts. The technical 

challenges discussed in this article mainly related to 

security, protocols, and standard issues. Moreover, future 

directions have been proposed for NFC technology and 

NFC payments in terms of designing, architecture, and 

protocols.  
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